<2 RONS Multi-Factor Authentication for Students

This document describes how to set up Multi-Factor Authentication (MFA) for your Long Road
account. In order to complete this setup, we recommend you begin the setup on a laptop or desktop
computer as you will need to use your phone to scan a QR code on the computer’s screen.

We recommend using the Microsoft Authenticator app, but if you don’t have a smart phone, or you’d
prefer to use SMS text messages for MFA, please go to the section titled “Using SMS text messages”.

Using the Microsoft Authenticator app (recommended)

If you have a personal Android phone or Apple iPhone, we recommend using the Microsoft
Authenticator app, as this will allow you to approve your logins in a one-touch manner rather than
needing to enter a code each time you are prompted for MFA.

1. Using a laptop or desktop computer, go to
https://aka.ms/mfasetup.

2. Login using your college email address and password. More information required

3. On the “More information required” screen, click Next. ieterisianat g

Sign in to Long Road Sixth Form College with your
college email address and password.

4. On the “How should we contact you” pL
screen, choose “Mobile app” from the
dropdown list.

5. Choose “Receive notifications for
verification” under “How do you want to acw
use the mobile app”, then click the blue ow do w07
“Set up” button.

6. On your personal mobile phone, install the
Microsoft Authenticator app from your
phone’s App Store (e.g., Apple App Store or
Google Play).

Additional security verification

unt by adding phone verification 10 your password, View video to know how to secure your account

7. Once the Microsoft Authenticator app is installed, open " For further assistance, see the Help

section in the menu:

it and choose the option to “Add account”.

!
, |

8. Then choose a “Work or school account”.
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9. Choose “Scan a QR code”.

10. On your computer a QR code should be
displayed, scan this with your mobile
phone, then once your phone has
added the account, click “Next”, then
click “Next” again.

11. On your phone you should

get prompted to approve Additional sect

the login, tap “Approve”.
12. On your computer you

Secure your account by
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AddWOfk or scho:

gg Scan a'vORf‘i‘qod‘e‘j-

dding phone verification to your password. Vie

: Sign in

CANCEL

Configure mobile app

Complete the following steps to configure your mobile app.
1. Install the Microsoft authenticator app for Windows Phone, Android or iOS.
2.1n the app, add an account and choose “Work or school account™

3. 5can the image below.

If you are unable to scan the image, enter the following infermation in your app.
Code: 123 456 789
URL:  https:#/mobileappcommunicator.auth.microsoft.com/mac/MobileAppCommunicatorsve,

If the app displays a six-digit code, choose "Next

an(e‘

Step 3: In case you lose access to the mobile app

should see the “In case you  [Geiwion s T ]

lose access to the mobile (1]

app” screen. From the

“Select your country or [3)
region” dropdown list

choose “United Kingdom

(+44)” then put your personal mobile number in the box to the right, and finally click

“Finished”.

You are now set up for Multi-Factor Authentication.
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Using SMS text messages

If you don’t have a smart phone, or you don’t want to install an app on your personal phone in order
to use MFA, you can choose to receive MFA codes via SMS text message. In order to complete this
setup, we recommend you begin the setup on a laptop or desktop computer as you will need to use
your phone to scan a QR code on the computer’s screen.

1. Using a laptop or desktop computer, go to
https://aka.ms/mfasetup.

2. Login using your college email address and password. More information required

3. On the “More information required” screen, click Next. o scmmseae e oY

asccount sscure

Sign in to Long Road Sixth Form College with your
college email address and password

4, -
S

Use a ditferent account

eam more

4, Onthe “How FausmE
should we contact

” Additional security verification
you" screen,

Choose Secure your account by adding phone verification to your password. View video to know how to secure your account

”Authentication Step 1: How should we contact you?

phone” from the Authentication phone v

d d I' United Kingdom (+44) v |r37123456’89

ropdown list.
p “ Method e 6
5. From the “Select

your country or O caime :
H n

region” dropdown —

list, choose “United
Kingdom (+44)”,
then put your mobile number in the box to the right of this.

6. Under “Method” choose “Send me a code by text message”, then click the blue “Next”
button.

7. Microsoft will send a text message to your mobile phone with a 6-digit code in, enter this
code on your computer and click the blue “Verify” button.

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

2t Long e
g i

Secure your account by adding phone verification to your password. View videa to know

Step 2: We've sent a text message to your phone on +44 [ NG

ou receive the verification code, enter it here
__
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8. Once the code has been verified, click the blue “Finished” button.

A, st rcan
fokig ot

int by adding phone verification to your password. View video to know how

Step 2: We've sent a text message to your phone on +44 07942646551

You are now set up for Multi-Factor Authentication.
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